U.S. Application No. 10/066,713 

Amendment to the Claims : 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 

Listing of Claims : 

1 . (currently amended): A content control method for controlling a process on 
a receiving side apparatus which is applied to content comprising a plurality of blocks 
transmitted from a transmitting side apparatus to the receiving side apparatus, 
comprising the steps of: 

adding first control information to a b l ock one or more blocks of the content 
transmitted from the transmitting side apparatus[,] to the receiving side apparatus.,. 

wherein said first control information specifies conditions to p e rm i t for 
permitting processes to be applied to th e b l ock said one or more blocks of the 
content , and 

wherein the content including the first control information is stored in a first 
location of the receiving side apparatus : 

receiving a process designation conc e rn i ng corresponding to the content 
transmitted from the transmitting side apparatus to the receiving side apparatus, 

wherein second control information is stored in a second location of the 
receiving side apparatus,, which receives the content transmitted from the 
transmitting side apparatus, and 

wherein said second control information sp e cifying specifies conditions for 
applying processes to the content; and 

if [the] a condition specified by the second control information satisfies [the] a 

condition corresponding to the process designation specified by the first control 
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information, applying tho process a process corresponding to the process 
designation to the received b l ock said one or more blocks of the content. 

2. (currently amended): A contents control method according to claim 1 , 
wherein as the process corresponding to the process designation, reproduction of 
th e cont e nt said one or more blocks , copy of tho content said one or more blocks , 
storage in a non-processible area, storage in a processible area, display of attendant 
data accompanying th e cont e nt said one or more blocks , selection of an apparatus 
for transmission of tho contont said one or more blocks , or bi-directional 
communication between the transmitting side apparatus and the receiving side 
apparatus is carried out. 

3. (currently amended): A contents control method according to claim 2, 
wherein tho b l ock said one or more blocks of the content has an area to which 
control needed/unneeded information indicative of need/non-need for control of the 
content is added, and in case that the control needed/unneeded information 
indicates "need for control", the step of adding the first control information is 
performed. 

4. (previously presented): A contents control method according to claim 3, 
said control needed/unneeded information is falsification detection needed/unneeded 
information indicative of need/non-need for detection of a falsification of the content, 
and said first control information is falsification detection information for performing 
the falsification detecting. 
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5. (currently amended): A contents control method according to claim 4 
further comprising[,k 

detecting illegality to the received content on the receiving side apparatus!,]: 

and 

in case that illegality is detected, a step of stopping the process corresponding 
to the process designation and applied to the block of the content, and notifying 
information concerning the illegality to the transmitting side apparatus or a third 
party. 

6. (currently amended): A contents control method according to claim 5, 
wherein in case that the condition specified by the second control information to 
apply the process corresponding to the process designation to the content sat i sfi e s 
does not satisfy the condition specified by the first control information to permit the 
process corresponding to the process designation, in case that a falsification of the 
content is detected by the falsification detection needed/unneeded information and 
the falsification detection information added to the received content, or in case that 
modification or loss of the first control information added to the content or the second 
control information stored in the receiving side apparatus are detected, detection of 
illegality is determined on the receiving side apparatus. 

7. (previously presented): A contents control method according to claim 6, 
wherein the information to be notified includes any one or more of pieces of 
information concerning the falsification of the content, the modification of the first 
control information, the modification of the second control information stored in the 
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receiving side apparatus, the received process designation, the content, transmitting 
side apparatus, and receiving side apparatus. 

8. (currently amended): A contents control method according to claim 7 
further comprising the steps of: 

adding history information indicative of the process substance applied to the 
block said one or more blocks of the content; 

re-transmitting the content with the history information from the receiving side 
apparatus to othor a second receiving side apparatus; and 

in case of the history information contradictory to conditions of the first control 
information added to the re-transmitted content ro - transmittod from tho rocoiving s i do 
apparatus to th e oth e r r e c ei v i ng sid e apparatus , stopping the process applied to the 
block of the re-transmitted content which i s r e- transmitt e d from tho roco i v i ng s i d e 
apparatus , and notifying information concerning the process which includes any one 
or more of pieces of information concerning the content, the transmitting side 
apparatus and the receiving side apparatus which re-transmits the content , to the 
transmitt i ng second receiving side apparatus which receives the re-transmitted 
content or the third party. 

9. (currently amended): A content control system for controlling a process on 
a receiving side apparatus which is applied to contents transmitted from a 
transmitting side apparatus to the receiving side apparatus, comprising: 

a control information adding processor for adding first control information to a 

b l ock one or more blocks of a content transmitted from the transmitting side 

apparatus to the receiving side apparatus,. 
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wherein said first control information specifies conditions to pormit for 
permitting processes to be applied to th e b l ock said one or more blocks of the 
content , and 

wherein the content including the first control information is stored in a first 
location of the receiving side apparatus ; 

a process designation reception processor for receiving a process designation 
corresponding to the content transmitted from the transmitting side apparatus to the 
receiving side apparatus^ 

wherein second control information is stored in the receiving side apparatus 
which receives the content transmitted from the transmitting side apparatus, and 

wherein said second control information specifies conditions to apply for 
applying processes to the content; and 

a contents control processor for applying tho process a process 
corresponding to the process designation to the received kteek one or more blocks 
of the content, if [the] a condition specified by the second control information satisfies 
[the] a condition corresponding to the process designation specified by the first 
control information . 

10. (previously presented): A contents control system according to claim 9, 
wherein the contents control processor performs, as the process corresponding to 
the process designation, reproduction of the content, copy of the content, storage in 
a non-processible area, storage in a processible area, display of attendant data 
accompanying the content, selection of an apparatus for transmission of the content, 
or bi-directional communication between the transmitting side and the receiving side. 
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1 1 . (currently amended): A contents control system according to claim 10 
further comprising: 

a falsification detection information adding processor for adding falsification 
detection needed/unneeded information and falsification detection information for 
performing the falsification detection to the block, wherein the block of the content 
transmitted from the transmitting side apparatus to the receiving side apparatus has 
an area to which the falsification detection needed/unneeded information indicative 
of need/non-need for falsification detection of the content is added; and 

a falsification detection processor for stopping, in case that a falsification of 
the content is detected by the falsification detection needed/unneeded information 
and the falsification detection information added to the content transmitted from the 
transmitting side apparatus to the receiving side apparauts apparatus, the process 
corresponding to the process designation and applied to the block of the content, 
and transmitting information concerning the falsification to the transmitting side 
apparatus or a third party. 

12. (previously presented): A contents control system according to claim 1 1 , 
wherein history information indicative of the process substance applied to the 
content is added to the content, and in case of the history information contradictory 
to the conditions of the first control information, the process applied to the block of 
the content is stopped and information concerning the process is transmitted to the 
transmitting side apparatus or the third party. 

13. (currently amended): A content transmitting apparatus for transmitting 
content from a transmitting side apparatus to a receiving side apparatus, comprising: 
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a content reading processor for reading a block one or more blocks of a 
content transmitted from the transmitting side apparatus to the receiving side 
apparatus; 

a control information adding processor for adding first control information to 
tho b l ock said one or more blocks of the content transmitted from the transmitting 
side apparatus to the receiving side apparatus A 

wherein said first control information specifies conditions to perm i t for 
permitting processes to be applied to th e b l ock said one or more blocks of the 
content , and 

wherein the content including the first control information is stored in a first 
location of the receiving side apparatus : and 

a content transmitting processor for transmitting the block of the content from 
the transmitting side apparatus to the receiving side apparatus^ 

wherein a second location of said receiving side apparatus holds second 
control information for specifying conditions to app l y for applying processes to the 
content so that [the] a process corresponding to a process designation received by 
the receiving side apparatus is applied to the block said one or more blocks of the 
content, if [the] a condition specified by the second control information satisfies [the] 
a condition corresponding to the process designation specified by the first control 
information. 

14. (previously presented): A contents transmitting apparatus according to 

claim 13, wherein the first control information is information for reproduction of the 

content, copy of the content, storage in a non-processible area, storage in a 

processible area, display of attendant data accompanying the content, selection of 
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an apparatus for transmission of the content, or control of bi-directional 
communication between the transmitting side apparatus and the receiving side 
apparatus. 

15. (previously presented): A contents transmitting apparatus according to 
claim 14 further comprising a falsification detection information adding processor for 
adding falsification detection needed/unneeded information indicative of need/non- 
need for falsification detection of the content and falsification detection information 
for performing the falsification detection to the block of the content transmitted from 
the transmitting side apparatus to the receiving side apparatus. 

16. (currently amended): A content receiving apparatus for receiving content 
transmitted from a transmitting side apparatus to a receiving side apparatus, 
comprising: 

a process designation reception processor for receiving a process designation 
concorn i ng corresponding to the content transmitted from the transmitting side 
apparatus to the receiving side apparatus; 

a content receipt processor for receiving a b l ock one or more blocks of the 
content transmitted from the transmitting side apparatus to the receiving side 
apparatus, 

wherein first control information for specifying conditions to pormit for 

permitting a process to be applied to th e b l ock said one or more blocks of the 

content is added to the block of the content^ 

wherein the content including the first control information is stored in a first 

location of the receiving side apparatus , and 
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wherein second control information for specifying conditions to apply for 
applying a process to the content is stored in a second location of the receiving side 
apparatus; and 

a content control processor for applying a process corresponding to the 
received process designation, the process corresponding to the process designation 
[to] of the received b l ock one or more blocks , if the condition specified by the second 
control information satisfies the condition corresponding to the process designation 
specified by the first control information. 

17. (currently amended): A contents content receiving apparatus according 
to claim 16, wherein as the process corresponding to the process designation, 
reproduction of the content, copy of the content, storage in a non-processible area, 
storage in a processible area, display of attendant data accompanying the content, 
selection of an apparatus for transmission of the content, or bi-direction 
communication between the transmitting side apparatus and the receiving side 
apparatus is carried out. 

18. (currently amended): A contents content receiving apparatus according 
to claim 17 further comprising a falsification detection processor for stopping, in case 
that a falsification of the content is detected by falsification detection 
needed/unneeded information and falsification detection information added to the 
content transmitted from the transmitting side apparatus to the receiving side 
apparatus, the process corresponding to the process designation and applied to the 
contents, and transmitting information concerning the falsification to the transmitting 
side apparatus or a third party. 
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19. (currently amended): A content cont e nts receiving apparatus according 
to claim 18, wherein history information indicative of the process substance applied 
to the content is added to the content, and in case of the history information 
contradictory to conditions of the first control information added to the content 
transmitted from the transmitting side apparatus to the receiving side apparatus, the 
process to the content is stopped and information concerning the process is 
transmitted to the transmitting side apparatus or the third party. 

20. (currently amended): A computer program product having computer 
readable instruction code on a computer usable medium, comprising: 

instruction for reading a-bteek one or more blocks of [the] content transmitted 
from the computer to a receiving side apparatus; 

i nstructions instruction for adding first control information to th e b l ock said one 
or more blocks of the content, 

wherein said first control information specifies conditions to p e rmit for 
permitting processes to be applied to the content , and 

wherein the content including the first control information is stored in a first 
location of the receiving side apparatus: and 

instruction for transmitting the b l ock said one or more blocks of the content 
from the computer to the receiving side apparatus, 

wherein a second location of said receiving side apparatus holds second 

control information for specifying conditions to app l y for applying processes to the 

content so that [the] a process corresponding to a process designation received by 

the receiving side apparatus is applied to th e b l ock said one or more blocks of the 
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content if [the] a condition specified by the second control information satisfies the 
cond i tion a condition corresponding to the process designation specified by the first 
control information. 

21 . (currently amended): The computer program product according to claim 
20, wherein the b l ock said one or more blocks of the content transmitted from the 
computer to the receiving side apparatus has an area to which falsification detection 
needed/unneeded information indicative of need/non-need for falsification detection 
of the content is added, funct i on further comprising: 

instruction for adding the falsification detection needed/unneeded information 
and falsification detection information for performing the falsification detection to the 
block of the content. 

22. (currently amended): A computer program product having computer 
readable instruction code on a computer usable medium, comprising: 

instruction for receiving a process designation concerning [the] content 
transmitted from a transmitting side apparatus to the computer; 

instruction for receiving a-bteek one or more blocks of the content transmitted 
from the transmitting side apparatus to a first location of the computer, 

wherein tho b l ock said one or more blocks includes first control information for 
specifying conditions to porm i t for permitting processes to be applied to the content,, 
and 

wherein the computer stores second control information for specifying 
conditions to app l y for applying processes to the content in a second location ; and 
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correspond i ng to tho rocoivod process designat i on, tho instruction for applying 
a process corresponding to the process designation to the received b l ock one or 
more blocks of the content, if [the] a condition specified by the second control 
information satisfies [the] a condition specified corresponding to the process 
designation by the first control information. 

23. (previously presented): The computer program product according to 
claim 22, further comprising: 

instruction for stopping, in case that a falsification of the content is detected by 
falsification detection needed/unneeded information and falsification detection 
information added to the content transmitted from the transmitting side apparatus to 
the computer, the process corresponding to the process designation and applied to 
the content, and transmitting information concerning the falsification to the 
transmitting side apparatus or a third party. 

24. (previously presented): The computer program product according to 
claim 23, wherein history information indicative of the process substance applied to 
the content is added to the content, further comprising: 

in case of the history information contradictory to the conditions of the first 
control information added to the content transmitted from the transmitting side 
apparatus to the computer, instruction for stopping the process applied to the content 
and transmitting information concerning the process to the transmitting side 
apparatus or the third party. 
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25. (previously presented): A contents control method according to claim 1 , 
wherein the second information stored in the receiving side apparatus is information 
acquired by the receiving side apparatus from the transmitting side apparatus or a 
third party. 

26. (previously presented): A contents control method according to claim 25, 
wherein the information acquired by the receiving side apparatus is information 
acquired concomitantly with authentication with the transmitting side apparatus or 
the third party. 
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